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What is an Identity?

• name
• passport
• driving license
• a record in database
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Identity 1.0

• site-centric
• name & password
• each site requires its own credentials
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Identity 2.0

• user-centric
• one identity for all sites
• single sign-on
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Web 2.0 is a driver for Identity 2.0

• web as a platform
• web-services are components
• mash-up applications mix data from different 

services
• users can use many web-services with a single 

identity
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What is OpenID?

• one of the existing Identity 2.0 implementations
• a framework for digital-identities
• a way to prove that a user controls an identity
• open specification
• decentralized
• user-centric
• simple
• doesn't require any client software
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OpenID Advantages

• you don’t have to remember a ton of passwords
• you don’t have to invent a new “ugly” name 

because “your” name is already used by 
someone else

• your profile is stored in one place
• sites you are visiting never know your password
• you may even run your own OpenID server and 

keep all your data there without risk
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How does OpenID Identity Look Like?

• OpenID Identity is just a URL
my identity is http://dmitry1.myopenid.com/
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• Any web-page may be transformed into an 
OpenID Identity.

<html>

<head>
…
<link rel=“ openid2.provider ” href=“ http://www.myopenid.com/server ”/>

<link rel=“ openid2.local_id ” href=“ http://dmitry1.myopenid.com/ ”/>
…

</head>
…

How does OpenID Identity Look Like?
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OpenID Login Flow

• enter your identity into the appropriate form of 
the OpenID enabled site

• click the “Login” button
• you will be redirected to your OpenID Provider to 

complete the authentication process
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OpenID Login Flow

• confirm your identity ownership (enter password)
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OpenID Login Flow

• confirm that you trust the asking site

• you will be redirected back to the asking site
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OpenID Login Flow

• now you are signed-in
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Simple Registration Extension

• nickname
• email
• fullname
• dob
• gender
• postcode
• country
• language
• timezone
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7. Login 
Response

6. Provider 
redirects 

User back 
to Site

Identity Provider

Identity

1. User posts 
OpenID URL

2. Site discovers 
identity URL

Web-Site

End-User

3. Site associates with 
Provider

4. Site redirects 
User to Provider

5. Users 
log-ins into 

Provider

How does OpenID Work?



OpenID in Zend Framework
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Login Form (example.html)

<html><body>
<form method="post“ action=“login.php">

<fieldset>
<legend>OpenID Login</legend>
<input type="text" name="openid_identifier“ value="">

<input type="submit" name="openid_action“ value="logi n">
</fieldset>

</form>

</body></html>
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Login handler (login.php)

<?php
require_once "Zend/OpenId/Consumer.php";

$consumer = new Zend_OpenId_Consumer();
if (!$consumer->login($_POST['openid_identifier'],

‘verify.php')) {
die("OpenID login failed.");

}
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Verification handler (verify.php)

<?php
require_once "Zend/OpenId/Consumer.php";

$consumer = new Zend_OpenId_Consumer();
if ($consumer->verify($_GET, $id)) {

echo "VALID $id";
} else {

echo "INVALID $id";

}
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Login handler with SREG (login.php)

<?php
require_once "Zend/OpenId/Consumer.php";

require_once "Zend/OpenId/Extension/Sreg.php";

$sreg = new Zend_OpenId_Extension_Sreg(array(

'nickname'=>true,
'fullname'=>false), “policy.php”, 1.1);

$consumer = new Zend_OpenId_Consumer();

if (!$consumer->login($_POST['openid_identifier'],
‘verify.php,

null,

$sreg)) {
die("OpenID login failed.");

}
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Verification handler with SREG (verify.php)

<?php
require_once "Zend/OpenId/Consumer.php";
require_once "Zend/OpenId/Extension/Sreg.php";

$sreg = new Zend_OpenId_Extension_Sreg(array(
'nickname'=>true,
'fullname'=>false), null, 1.1)

$consumer = new Zend_OpenId_Consumer();
if ($consumer->verify($_GET, $id, $sreg)) {

echo "VALID $id";
$data = $sreg->getProperties();
echo "nickname: " . $data['nickname'] . "<br>\n";

} else {
echo "INVALID $id";

}



Thank you.
Questions?


